
The 17-Question
MSP Evaluation
Guide
How to look past marketing claims and
evaluate IT partners on hard evidence.

B U Y E R ' S  G U I D E

Finding the right IT partner isn't about looking at a generic
ranked list. Fit depends entirely on your company's size,
industry, security needs, and regulatory requirements.

This guide maps out the 17 critical questions you should ask any
prospective Managed Service Provider (MSP). Use this to score
your candidates, pressure-test their claims, and find the provider
that will actively protect and drive your organization forward.
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1 Coverage & Security

Q2. If you provide SOC coverage,
what can the SOC do without
waiting for my approval?

Strong answer: Describes pre-
authorized containment—isolating an
endpoint, disabling a compromised
account within a defined window.

Q3. What is included in your
standard security stack?

Strong answer: EDR, email filtering,
MFA enforcement, and patch
management included by default,
not sold as add-ons.

Q4. How do you handle patching,
and can you show evidence?

Strong answer: A measured target
with proof (e.g. a stated % of critical
patches deployed within a set
number of days), not "we patch
monthly."

Q5. Describe your most recent
security incident.

Strong answer: A concrete, specific
account. Vagueness here is a red
flag.

Q1. Do you run security awareness
training and phishing simulations
for our staff?

Strong answer: Yes, as a standard part
of the service—your team is the largest
attack surface. 2

Ticket Ownership & Escalation
Q6. How are tickets prioritized, and what
are the response and resolution targets
by severity?
Strong answer: Plain-language service
levels, in writing, that distinguish a printer
from a company-wide outage.

Q7. Walk me through your escalation
path.
Strong answer: Frontline senior engineer
management, with time triggers and a
clear on-site trigger.

Q8. When an issue involves another vendor,
do you coordinate it or do we?

Strong answer: The provider owns the
coordination rather than pushing it back
to your staff.

Q9. What does your typical client
communication look like?

Strong answer: Proactive—a live dashboard
and/or a technician who calls before
problems escalate, not just a quarterly
review.
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Coverage, Ownership & Escalation



3 Your Data, Tenant & Data
Residency

Q10. Where is our data hosted, and
is Canadian data residency
available?
Strong answer: A direct answer on
hosting location, with Canadian
residency available if you need it.

Q11. What data-ownership and
portability terms are in the
contract?

Strong answer: Explicit language
that your data is yours and
returnable in a usable form.

Q12. Who manages access
provisioning, review, and removal
as staff join and leave?

Strong answer: A defined access-
management process, not ad-hoc
account handling.

Q13. Do you have experience with
our industry's compliance
requirements?

Strong answer: Specific experience
with your framework, not "learning on
your audit."

4Leaving (Offboarding)

Q14. What exactly is returned on exit, and
on what timeline?

Strong answer: Domain and tenant
ownership, password vaults, network
diagrams, asset inventory, documentation—
with dates.

Q15. What does offboarding cost?

Strong answer: Ideally nothing beyond a
reasonable transition-period bill; watch for
fees charging you for work they should do.

Q16. What monitoring and coverage
continue during a transition?

Strong answer: Defined coverage through the
handoff window—evidence they've done
clean transitions before.

Q17. What are the contract term, auto-
renewal, and notice periods?

Strong answer: Terms you can live with; avoid
long auto-renew clauses with short notice
windows.
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Your Data & Leaving Well



5Scope, Reporting & Strategy
Q22. Exactly what is included, and what
is explicitly excluded?

Strong answer: A full list (monitoring,
patching, backups, email security,
M365 admin, help desk, vendor
coordination, on-site, projects) and
clear exclusions.

Q23. What do you report on, and can I
see a sample?

Strong answer: Ticket trends,
recurring issues, patch/backup
status, asset lifecycle, security
recommendations with context, not
slideware.

Q24. Do you provide strategic guidance—a
roadmap, vCIO, or vCISO—or only support?

Strong answer: Clarity on whether roadmap
reviews tied to business priorities are
included.

Strong answer: Multi-year tenure and a
reachable, comparable reference—evidence
over testimonials.

Q25. What is your average client tenure, and
can I speak with a reference of my size and
industry?
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The One-Page Buyer's Scorecard

Score each shortlisted provider 1–5 on every row, then compare totals
alongside your reference calls.

Criterion What a strong answer looks like Provider A Provider B Provider C

SLAs by priority Numeric response + resolution
targets per severity, in writing

Escalation path Documented matrix with time
triggers and on-site trigger

Onboarding Structured first-90-day plan
with milestones

References Industry- and size-matched,
reachable by phone

Security in
contract

EDR, email filtering, MFA, patch
deadlines included by default

Reporting &
strategy

Regular reports + roadmap;
vCIO/vCISO available if needed

Exit terms Data + documentation + admin
handoff and transition help defined

Local & data
residency

On-site response defined; Canadian
hosting available if required

TOTAL SCORE Compare totals out of 40
points.

Evidence over testimonials. Weight the rows that map to your regulatory and
security requirements most heavily when you compare final totals.
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